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Overview

This document describes troubleshooting information for the Squirrel integration with the Tacit
platform for mobile / Web and kiosk ordering.

The Tacit online platform can be setup in several different ways to satisfy the operational needs of our
clients. The troubleshooting guide below describes how operators know there is an issue, how to
identify the details of the issue for support purposes and how

How do I know we have an error?
All orders processed by customers are displayed in the back-office in the order monitor.

We calculate totals by querying the Squirrel DB directly, so it is possible that a user may calculate their
totals successfully, but when placing their order, it fails to inject in the POS through the Squirrel XML
Gateway, due to one of multiple reasons:

e Squirrel XML Gateway is not running or it is not running on the port configured

e There are fewer Squirrel XML Gateway licenses than processes submitting requests
e Anitem or a payment type is not configured correctly

e The store ran out of an item and the x86 item was not correctly configured

If customers place orders that cannot successfully inject on the POS, you will see the errors in the order
monitor in the back-office:

e Order status is POS Failed on the menu items list
e Order failure reason id displayed on the menu item details

When providing information to support, the following information is required:

e Location
e Date and if possible, approximate time
e Ifthe order is in the order monitor, a screenshot, or the order number
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Guest pick up: 19 Feb 2023, 05:43 PM

ﬁ Placed: 19 Feb 2023, 05:12 PM 580?13160_ ® euo ME . ‘ A ‘
PICK UP - Al SSAGI :
1361514 Payment: $ 64.53 cem

Guest pick up: 19 Feb 2023, 05:42 PM

©] Placed: 19 Feb 2023, 05:11 PM T —
PICK UP T - @  FOS FAILED MESSAGE :
3626951 Layment: $100.77 716.200.7497 _—
N

Payment Method: Discover **** 1278: $100.77
Tacit Order ID: 31626951

POS error message: Missing account for payment: 9

POS resubmit count: 1

POS resubmit dates: 2/19/2023 7:20:29 PM

Caesar $8.99

Add Crispy Chicken $53.99
Loaded Potato Wedges $8.99

Ranch 50.00
Mozzarella Sticks $8.99
Large Cheese Stick Cheesy Garlic Sticks $9.99
Large Pepperoni $18.99
Large Forest Friends Canadian $21.99

MNo mushrooms please

Subtotal $81.93
Taxes $10.65
Tips $8.19
Total $100.77
Paid $100.77
Guest pick up: 19 Feb 2023, 05:24 PM
ﬁ Dlarad- 16 Fah 7072 NA-52 DAA C27147051 W 1

Figure 1: Order monitor error

Squirrel XML Gateway not running on the configured port
We generally use the port 5014 to inject orders into the Squirrel POS. This is the port documented with
Squirrel support and as far as we know, it is not used by other Squirrel partners.

However, depending on the client setup, this port can be configured in the Squirrel proxy config:
C:\maegan\SquirrelProxy\TacitLinkx.Squirrel.WinSrv.exe.config

<appSettings>
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<add key="BaseAddress" value="http://localhost:8086/" />
<add key="XmlGatewaylpAddress" value="127.0.0.1" />
<add key="XmlGatewayRequestPort" value="5014" />

If the Squirrel XML Gateway is not configured on the right port, we will see an error message in the
order monitor as follows:

Guest pick up: 15 Feb 2023, 01:46 PM

°] Placed: 15 Feb 2023, 01:15 PM C3n2s1a2] PARTIALLY
PICK UP
. REFUNDED
1346786 Payment: $ 44.63 I
Payment Method: Visa **** 2726: $55.91

Tacit Order ID: 31465676

POS error message: Exception of type TacitLinkx.Models.Exceptions.POS.POSUnavailableException’ was thrown.
POS resubmit count: 1
POS resubmit dates: 2/15/2023 1:45:25 PM

2 Moazzarella Sticks $17.98
2 Veggies & Ranch $9.98
Large Cheese $17.49
Subtota 545.45

Taxes 5591

Tips $4.55

Total $55.91

Paid $44.63

Figure 2: POS unavailable exception in order monitor
In this case, the customer payment is processed accurately, but the order is not injected into the POS.
Cause:

e Thisissue can only occur at the initial installation, or if something changed in the POS
environment (new wireless PIN Pads added, or in-restaurant tablets)

What to do in this case:

e Check the Squirrel XML Gateway configuration in C:\Squirrel\PosData\Gateway.ports and the
configuration of the proxy in the Squirrel proxy config file and ensure the port configured in the
Squirrel proxy is also configured in Gateway.ports

e Restart the Squirrel XML Gateway, in case ports are configured correctly

e Restart the Tacit services on the POS back-office
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Restart the Squirrel XML Gateway and the Tacit services
We recommend that the Squirrel XML Gateway is setup as a service.

To restart the gateway, on the POS back-office machine:

1. Go to Task Manager and end the SqGateway.exe process
2. Goto Services and Start the SqGateway service

17zl Task Manager = [m} x
File Options View
Processes Performance Users Details  Sepvices
Name - PID Status User name CPU  Memoery (a... UAC virtualizat... 2

€ scanhost.exe 9116 Running SYSTEM 00 265,004 K Not allowed
[/ SearchUl.exe 6108 Suspended Administr... 00 0K Mot allowed
[#5] services.exe 660 Running SYSTEM 00 9024 K Mot allowed
&ServTra)r.exe 9180 Running Administr.., 13 3164 K Met allowed
[=] ShellExperienceHost. exe 39%6 Suspended Administr.., 00 0K Mot allowed
[#:] sihost.exe 9100 Running Administr.., 00 5184 K Mot allowed
[85] smartscreen.exe 2664 Running Administr... 00 7952 K Not allowed
[#5] smss.exe 324 Running SYSTEM 0o 332K Mot allowed
== spoolsv.exe 2404 Running SYSTEM 00 5676 K Not allowed
[5] SppExtComObj.Exe 1828 Running NETWORK... 00 2476 K Mot allowed
[8] sppsve.exe 2884 Running NETWORK... 00 2360 K Mot allowed
[85] sqDataworksService.exe 3032 Running SYSTEM 00 46012 K Mot allowed
[85] sqEmailSendService.exe 3004 Running SYSTEM 00 11,456 K Mot allowed

i i P L R )
[#]SqGateway.exe 6980 Running SYSTEM 00 1,600 K Not allowed
il - —— i e n i
[ sqlceip.exe 4936 Running SSISTELEML... 00 12196 K Met allowed
[ sqlceip.exe 4968 Running SSISTELEML... 00 15748 K Mot allowed
[ sglceip.exe 5300 Running SCLTELEM... 0o 65,228 K Mot allowed v

Fewer details End task

Figure 3: Kill the Squirrel XML Gateway service in Task Manager
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L4 Services

File Action View Help
e¢=|mEE= HEI»anw

o Services (Local)

Services (Local)

SqGateway Mame Description Status Startup Type "™

51 SOL Server Integration Services CEl..  CEIP service for Sql server Integration Services Running  Automatic
£} SOL Server Integration Services 15.0  Provides management support for 5515 package sto...  Running  Automatic
»f,é; SQL Server Integration Services 13.0  Provides management support for 5515 package sto...  Running  Automatic
»f,é; SQL Server CEIP service (MS5QLSER... CEIP service for Sql server Running  Automatic
{.(‘ SCL Server Browser Provides 50L Server cennection information to clie.., Disabled
-J.I(‘ QL Server Agent (MSSCQLSERVER) Executes jobs, menitors SOL Server, fires alerts, and .. Running  Automatic
o e e e et

e ittt e o
Automatic
&k sgEmailSendSerivee Squirrel Email Send Service Runnin Automatic
| | J
& sqDataworksService Synchronize data Between Squirrel and Dataworks Running  Automatic
€4 Spot Verifier Verifies potential file system corruptions. Manual (Trig...
9P P Y P ]
{.(’ Special Administration Console Hel... Allows administrators to remotely access a comma.., Manual
5k Software Protection Enables the download, installation and enforcemen...  Running  Automatic (D
{,2 MNMP Trap Receives trap messages generated by local or remot... Manual
{,}ESmart Card Removal Policy Allows the system to be configured to lock the user ... Manual v
< >
\ Extended /(Standard/
Figure 4: Restart the Squirrel XML Gateway in Services
» = = =n -
4 Services = O X
File Action View Help
&9 DBz HE|>»eanp
£ Services (Local) " Services (Local)
Tacitlinkx Squirrel Service Name V Description Status Startup Type  *
Q;Time Broker Coordinates execution of background work for Win..  Running  Manual (Trig...
Stop the service &
Restart the service Sk Themes Provides user experience theme management. Running  Automatic
— \Q;tftpdNT Running  Automatic
Sk Telephony Provides Telephony APl (TAPI) support for program... Manual
_IEEES_‘EF':[";’E S 25k TeamViewer TeamViewer Remote Software Running  Automatic
acitlinkac Squirrel Service {E1.TCP/IP NetBIOS Helper Provides support for the NetBIOS over TCP/IP (NetB... Running  Manual (Trig...
5 Task Scheduler Enables a user to configure and schedule automate..  Running  Automatic

acitLinkx Squirrel Service TacitLinkx Squirrel Service Running  Automatic
E CJ. TacitLinkx POS Client Service TacitLinkx POS Client Service Rinmnq Automatic (D
‘5 System Guard Runtime Monitor Br..  Monitors and attests to the integrity of the Window... Manual
{,(’ System Events Broker Coordinates execution of background work for Win..  Running  Automatic (T..
-.Q System Event Motification Service Meonitors system events and notifies subscribersto .. Running  Automatic
-f,é; SysMain Maintains and improves system performance overt.. Running  Automatic
-f_'(’ Stunnel 551 wrapper TLS offloading and load-balancing proxy Running  Automatic
£} Storage Tiers Management Optimizes the placement of data in storage tiers on ... Manual R
< >

\ Extended /(Standard /

Figure 5: Restart Tacit services in Services tab

Please note that in order to perform these actions, the Windows user must be have an administrator

role on the POS back-office machine.

After restarting the Squirrel XML Gateway, you can resubmit the order to the POS from the order
monitor, by tapping RESEND TO POS from the right-side menu.
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Number Details Customer Status Actions

Uber Order ID: Sarah J. 31656819

Uber Pick Up: Pickup by courier
UberEats Guest
Eats Placed: 20 Feb 2023, 01:06 PM o e ® FosFalED
31656819 800.616.9156
Payment: §45.89

RESEND TO POS
Payment Method: UberEats: $45.89
Tacit Order ID: 31636819
POS error message: Exception of type TacitLinkx.Models.Exceptions.POS.POSUnavailableException’ was thrown.
POS resubmit count: 4
POS resubmit dates: 2/20/2023 2:35:50 PM, 2/20/2023 2:36:18 PM, 2/20/2023 2:38:34 PM, 2/20/2023 4:01:27 PM.
Boneless Wings 518.99
Danny's Whole Hog Roasted Garlic BBQ (GF) $0.00
All-Day Breakfast $15.99
Scrambled 50.00
brkfst potatoes $0.00
Mac n" Cheese Bites $13.99
3 KETCHUP Ketchup 50.00
2 CUTLERY PACK Cutlery Pack 50.00
Subtotal 548,97
Taxes 5492
Discount $8.00
Total $45.89
Paid $45.89

Order Notes: Please check order contents are correct

Figure 6: Resubmit order from the order monitor

Payment type not configured correctly
If an item or payment type is not configured correctly, this error will be visible in the POS failure reason
in the Order Monitor.

Confidential

Guest pick up: 19 Feb 2023, 05:42 PM

31626951

Payment Method: Discover **** 1278: $100.77
Tacit Order ID: 31626951
M

POS error messag, g account for payment:

POS resubmit count: 1
POS resubmit dates: 2/19/2023 7:20:29 PM

Caesar

Add Crispy Chicken
Loaded Potato Wedges

Ranch
Morzzarella Sticks
Large Cheese Stick Cheesy Garlic Sticks
Large Pepperani
Large Forest Friends Canadian

Mo mushreems please

Subtotal

Taxes
Tips
Total
Paid

Figure 7: Incorrect payment type

Placed: 19 Feb 2023, 05:11 PM Tiffany ]
PICK UP Shoemaker @ POSFAILED H
Payment: $100.77 a7
. ) —

$8.99
$3.99
$8.99
50.00
$8.99
$9.99
§18.99
$21.99

$81.93

$10.65
$8.19
$100.77
$100.77
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Payment types are defined in restaurant settings: Brands & Locations -> Edit Location -> Settings -> POS

section
POS
Type 4 Name Value Mobile Order type
POS SpeciallnstructionObjNum a7 All
POS SplitOrdereditems 1 » All
POS SupportsDelayedOrders ] All
POS TableMumber 0 All
POSDailySpecialsPattern Patternl HOT SANDWICH All
POSTenderType AmericanExpress 20 All
POSTenderType Discover 9 All
PO5TenderType GiftCard a5 All
POSsTenderType MasterCard 31 All
POSTenderType Visa 32 Al
Showing 11ta 20 of 20 entries First Previous 1
Figure 8: Payment type definition in restaurant settings
Cause:

e The Discover payment type is not defined as a Regular payment type in Squirrel.

To resolve this issue:

e Setup a new Squirrel regular tender in the Squirrel back-office before the next start of day

e After the next start of day, configure the new payment type cross reference from the Squirrel

back-office

Item not configured correctly

If an item is not configured correctly or mapped correctly, you will see the following error in the order

monitor:

Confidential
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Skip Order ID:
Pick Up:
Placed:

Payment:
18030401

Abdikadir ****** 18030401

Pickup by courier Canadlnns Skip
18 Jan 2022, 07:33 PM The Dishes

5 64.89 855.200.7347

Payment Method: SkipTheDishes: $64.89

Tacit Qrder ID: 18030401

POS FAILED

POS error message: Mo such item: -34779
Quesadilla $16.99
Sweet Potato Fries $2.99
Ultimate Double-Smashed Cheeseburger 517.99
Beef Chili 50.00
Sweet Potato Fries $2.99
Mushrooms $1.99

Mo bacon, no tomatomatoes

Basket O Wings $14.99
Heney Garlic 30.00
Subtota 55794
Taxes $6.95
Total $64.89
Paid $64.89

Order Motes: *5See Tablet for special instructions*

Figure 9: Item not configured correctly

This item could be a menu item mapped in the menu, or the x86 item configured in the Squirrel proxy

config file:

<appSettings>

<add key="BaseAddress" value="http://localhost:8086/" />

<add key="Menultem86Prefix" value="x86 " />
<add key="Menultem86" value="-34779" />

If the item is the x86 item, it must be updated with a 50 open price & open name item from the POS.
The item should be taxable with the food province tax.

If the missing POS ID is from a menu item, it is an item that was setup for the online department, but

was removed from the POS for this department.

Confidential
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Squirrel XML Gateway not running or blocking

If the Squirrel XML Gateway is running on the configured port, but it is not operational or there is

another process using it, you will see the error below in the order monitor.

In this example, we are connecting to the gateway on port 4998, which is the default Squirrel port for

the XML Gateway.

Uber Order ID: Neovo Q. 17607285

Uber Pick Up: Pickup by courier
Eats Placed: 03 Jan 2022, 12:50 AM UnerEats Guest ® Foseaien
17607285 800.616.9156
Payment: $29.08

Payment Methed: UberEats: 529.08
Tacit Order ID: 17607285

CANCEL

127.0.0.1:4998

POS error message: System.Met.Sockets.SocketException: No connection could be made because the target machine actively refused it

Chicken Strips n' Chips
Waffle Fries
2 Canned Juice

Apple Juice

Figure 10: Squirrel XML Gateway not accessible or blocking

Subtotal

Taxes
Total
Paid

$16.99
52.99
§5.98
$0.00
$25.96
5312
$29.08
$29.08

To resolve this issue, you need to restart the gateway and place a test order to make sure the issue is

corrected.

Department not found

Although this error is more cryptic, it is due to the Squirrel XML Gateway being offline, or the

connectivity to the POS back-office from our Azure platform.

Confidential
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DoorDash Order ID:Kris V 28037170

Pick Up: 11 Nov 2022, 02:24 PM
$ DoorDash Guest

Placed: 11 Nov 2022, 01:59 PM 855.973.1040 @ POSFAILED
5.973.1040
28037170 Payment: $31.34

Payment Method: DoorDash: $31.34
Tacit Order P: 28037170

POS error message: Monexistent table: Dpt O Tbl -1

"Where's the Beef " Burger

Tavern United’s Signature English Cut Chips
2 VINEGAR Vinegar
KETCHUP Ketchup

Donut Heles and Dipping Sauce

Figure 11: Wrong department

To resolve this issue, you need to:

e Restart the Squirrel XML Gateway
e Restart the Tacit services

Confidential

Subtotal

Taxes
Total
Paid

518.99
50.00
50.00

50.00
$8.99
52798

$3.36
$31.34
$31.34
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